NHOOPMALIMOHHASA ITAMATKA
I OBYYAIOHIUXCAH O BE3OITACHOCTH ITPHU I1IOJIb30OBAHNHU
IQJIEKTPOHHBIMU PECYPCAMHA

C KaXIbIM TOOM MOJIOJCIKH B HHTEPHETES CTAHOBUTHCS OOJIBIIE, a IIIKOJbHUKH OJHU U3
CaMbIX aKTHUBHBIX MOJIb30BaTeNell PyHera. Mexay TeM, IOMHMO OIPOMHOIO KOJIHMYECTBA
BO3MOYKHOCTEH, HHTEPHET HECET M MPOOJIeMbI. ITa aMsATKa JT0JDKHA TOMOYb TeOe
0€30IMacHO HAaXOQUTHLCS B CETH.

Komubrorepubie BUPychI

KomnproTepHslii BUPYC - TO pa3HOBHIHOCTHh KOMITBIOTEPHBIX MPOTPAMM, OTINYUTEIBHON
OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO. B 10M0NHEHNE K 3TOMY,
BHUPYCHI MOT'YT IOBPEIUTH WITM TIOJHOCTHIO YHUUTOXUTH BCe (DAlIIbl U JTaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BATEINI0, OT UMEHU KOTOPOTO OblIa 3alyleHa 3apaKeHHas
[IpOorpaMma, a TaK)Ke IOBPEIUTh WX JaX€ YHUUTOKUTH ONEPALMOHHYIO CUCTEMY CO
BceMU (paiiinamu B 11e70M. B GOJIBIIMHCTBE Ciy4aeB pacpOCTPaHSIOTCS BUPYCHI Uepe3
UHTEpHET.

MeToab! 3a1IUTHI OT BPEAOHOCHBIX IIPOrpaMM:

1. Mcnions3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. IlocTosiHHO ycTaHaBIMBAM MayTH (LIM(PPOBBIE 3aIIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEJbIO TOPA0OOTKH MTPOTrpaMMBbl) U APYrue OOHOBJICHHS CBOEH
omneparmoHHo# cucteMbl. CkaunBail X TOJIBKO ¢ O(UIIMATBLHOTO caiita pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEPE MO/ TpaBaMU MOJIb30BATENS, a HE aIMUHUCTpATOpA.
OT0 HE MO3BOJIUT OONBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCS HA TBOEM
[IEPCOHAJILHOM KOMIIBIOTEDPE;

4. Vlcnonp3yil aHTUBUPYCHBIE ITPOrPaMMHBIE MPOAYKTHI U3BECTHBIX IPOU3BOJIUTENIEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NUECKUI JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENTHUE HOCUTENW HH(MOPMAITNH, TaKUE KakK ¢uielika, TMCK uin (haii u3
MHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (paiiiibl, TOJYUYEHHbBIE U3 HEHAJEAKHBIX UCTOUHUKOB.
JHaxe Te (ailsibl, KOTOpBIE MPUCTA TBOM 3HAKOMBIN. JIydllle yTOUHH y HETO, OTIPABJISI
71 OH Te0e uX.

Cetu WI-FI

Wi-Fi - 910 He BUI NIepe1aun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, mapka. Ere
B 1991 rony nunepnanackas kommnanus 3apeructpupoBana opera "WECA", uto
ob6o3nauaso cioBocodetanue "WirelessFidelity", koTopbrit mepeBoIUTCS Kak
"GecrpoBOAHAS TOYHOCTH".

Jlo Haiero BpeMeHH Jiolia apyras ab0peBuarypa, KoTopas siBIsieTcsl TaKOH ke
TexHojoruei. 9ro adbopesuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha
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CTaHAApT BhICIICH 3ByKOBOM TexHuku Hi-Fi, 94T0 B mepeBoje o3HadaeT "BhICOKas
TOYHOCTR".

Jla, 6ecruiaTHBIN MHTEPHET-AOCTYII B Kae, OTEIAX U adporopTax sSBISETCS OTIIMUHON
BO3MOKHOCTBIO BBIXO/1a B HHTEepHET. HO MHOTHE SKCTIEpThl CYUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISAIOTCS O€30M1aCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PAdOTHI B 001IeOCTYNMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuuHyio nHpopmMaiuio yepes odmenoctrymnusie Wi-Fi cetu.
PaboTas B HuX, *enaTeIbHO HE BBOAUTH NApOJIH JA0CTYMa, JOTUHBI U KAKHE-TO HOMEPA;
2. Ucnonb3yit 1 OOHOBIISN aHTUBUPYCHBIEC TTPOTpaMMBbI U OpaHamayep. TeM caMmbIM Thl
obOe3omnaculllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmioun Gynkuuio "OO6muit 1ocTym K daiinam u
npuHTepam". JlaHHas PyHKIMA 3aKpbITa [0 YMOIYAHHIO, OJJHAKO HEKOTOPbIE
[10JIb30BATEIHN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIOIb30BaHUs B paboTe WIH yueoe;

4. He ucnionw3yit myonuunsiii WI-FI ny1s nepenayum TMYHBIX JaHHBIX, HATPUMED IS
BBIXO0/Ia B COLIMAIbHBIE CETU WJIN B AIEKTPOHHYIO MOYTY;

5. Ucnonb3yii Tonpko 3anuuieHHoe coeaunenue uyepe3 HTTPS, a ue HTTP, t1.e. npu
Habope BeO-aapeca BBOM UMEHHO "https://";

6. B moOunsHOM Tenedone otkinroun Gpynkiuio "Tloakmouenue k Wi-Fi aBromatudecku".
He nomyckait aBToMaTnueckoro nmojkiI0ueHus ycTpoicTBa k cetam Wi-Fi 6e3 TBoero
COTJIACHSI.

ConuajibHbIE CETH

CounayibHbI€ CETH aKTUBHO BXOJST B HAITy KM3Hb, MHOTHE JIFOU pa0OTaIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan Muuidap/i 4eJI0BEK, YTO SIBJSETCS OJTHOM
CceIbMOM BCeX JKHUTeEJeH miaHeThl. MHOTHE TTOJIL30BaTE/IM HE MOHUMAIOT, YTO
nHpopMarus, pa3MeIeHHass UMH B COIIMAIBHBIX CETSIX, MOXKET OBITh HalieHa 1
HCIIOJIb30BaHa KEM YTrOJHO, B TOM YHCIIC HE 00s3aTeIbHO ¢ OJJaruMHU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI N0 0€30MACHOCTH B COIHAIBHBIX CETHAX:

1. Orpanuyb CUCOK Jpy3eil. Y Te0s B IPY3bsiX HE JOJDKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuinaii CBOK YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsbl, aapeca, 1aTy
TBOETO POXKICHUS U APYTYIO JTUIHYIO HHGOPMAIHIO. 3TTOYMBITIUICHHHKH MOTYT
MCITOJIB30BaTh Aake MH(POPMAIIUIO O TOM, KaK Thl U TBOW POJUTENH IUIAHUPYETE MMPOBECTH
KaHWKYJIbI;

3. 3amuiaii CBOIO PEMyTaIHIo - ISP)KU €€ B YUCTOTE U 3a/1aBaii cede BOMpoc: XOTeN Obl
ThI, YTOOBI APYTHE MMOIH30BATEIN BUICIH, YTO THI 3arpyxaciib? [logymaii, mpexae yem
YTO-TO OITyOJIMKOBATh, HAIIMCATh U 3aTPy3UTh;

4. Ecnu ThI TOBOPHIIIH C JIFOJIBMH, KOTOPBIX HE 3HACITH, HE UCTIOIh3YH CBOE PeaTbHOE UM
U APYTYIO TUYHYI0 HHHOPMAIIHH: UMS, MECTO KUTEIHCTBA, MECTO YUeOBbI U TIpOYEE;

5. N36eraii pazmernienus ¢potorpaduii B UuTepHeTe, rae Thl H300pa’keH Ha MECTHOCTH, 10
KOTOPOH MOKHO OTIPEJIETUTH TBOE MECTOIOJIOKEHUE;



6. [Ipu peructparu B CONMAIBHON CETH HEOOXOIMMO MUCTIOIB30BaTh CIIOKHBIC MTAPOJIH,
cocTosime u3 OykB U U()p U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. A71st couManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOMMO MCIIOJIb30BaTh pa3HbIe
napoinu. Toraa ecnu Te0st B37IOMAIOT, TO 3I0YMBIIUICHHUKY TIOJy4aT JOCTYIT TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DJEeKTPOHHBIE JICHBIU - 3TO OYEHb YA0O0HBIN CIIOCO0 MIaTeKel, OJJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE JEHBIM MOSABUINCH COBCEM HEJTABHO U UMEHHO HM3-3a 3TOT0 BO MHOTUX
rocyAapcTBax 0 CUX MOp HE MPOIMUCAHO MNP0 HUX B 3aKOHAX.

B Poccun ke onn GyHKIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJI€ X Pa3AesIIoT
Ha HECKOJIbKO BUJIOB - aHOHMMHBIE U HE AHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHHUMHBIE -
3TO T€, B KOTOPBIX pa3peluaeTcsi MPOBOIUTH Ollepaluy 6e3 uaeHTuGUKauu
[I0JIb30BATENs], @ B HEAHOHUMHBIX UACHTU(UKAIMS 110Ib30BATENs ABISETCSA 0053aTEIbHOM.
Taxoke cnenyeT pa3nuyaTh NEKTPOHHbIE (PUATHBIE IEHBIU (PaBHBI FOCYAaPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHoBHbBIE cOBeTHI 10 0e30nacHOii padoTe ¢ 3JIEKTPOHHBIMH JeHbIAMM:

1. [IpuBsxu K cueTy MOOUIIBHBIN TenedoH. ITO camblidl yIOOHBIN U OBICTPHIN CIIOCO0
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBsi3aHHbIN TenedoH MOMOXKET, ecliu 3a0yeIIb CBOM
TJIATEKHBIN MTApOJIb WY 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonb3yit ogHOpazoBkle naposu. [locie nepexoa Ha YCUIIEHHYIO aBTOPU3AIIMIO TeOe
yKe He OyIeT yrposKaTh OMAaCHOCTh KPa)XH WITK TIepexBaTa MIaTeKHOTO MapoJis;

3. BriOepu croxxHbli napodb. [IpectynHukam OyAeT He MPOCTO yrajaaTh CIOKHBIN Napoib.
Hanesxuble mapomu - 3To mapojn, KOTOPhIE COIepKaT HE MeHee § 3HAKOB U BKJIIOYAIOT B
ce0s1 CTpOYHbBIC U MIPOIUCHBIE OYKBBI, IU(PPHI 1 HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK
noJutapa, pyHTa, BOCKIUIATSIbHBIN 3HaK | T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

DJIeKTPOHHAs MOYTA

DneKTpOoHHAs MOoYTa - 3TO TEXHOJOTHUS U IPEIOCTABISIEMBIE €0 YCIYTH 10 NEPECHUIKE U
MOJIyYEHUIO AIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACTIPEACIISAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO 3JIEKTPOHHBINA MOYTOBBIN UMK BBITJIAINAT CIEAYIOIUM 00pa3oM:
MMs_TI0JIb30BaTEsI(@UMS_TIoMeHa. Takke KpoMe nepeadn MpoCcToro TeKCTa, UMeeTcs
BO3MOKHOCTh TIepe/1aBaTh (ailiibl.

OcHoBHBIE COBETHI 10 0€30NACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:

1. Haymo BeIOpaTh MpaBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPITh TEM, KOTO 3HACIIb U KTO
MIEPBBIN B PEUTUHTE;

2. He yka3biBait B 1uHOM TouTe au4HyI0 nHpopMmarmo. Hampumep, mydiie BEIOpaTh
"My3bIKasIbHBIN _(panat@" unum "pox2013" Bmecto "temal3";



3. Mcnounb3yil ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOT'/1a IOMUMO MapoJisi Hy>KHO BBOJUTH
KO/I, MPUChLIaEMBbI 110 SMS;

4. BriOepu C0XKHBIN Mapotib. st KaXI0T0 MOYTOBOTO SIIUKA T0KEH ObITh CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecim ecTh BO3MOKHOCTB HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIUKOB. [1epBhIil 1151 4aCTHOM MEPENUCKH C
azpecaTaMu, KOTOPBIM Thl IOBEPSCIIIb. ITO SJIEKTPOHHBIN aJIpec HE HAJI0 UCIIOIb30BaTh
IIpU pErucTpaluu Ha opymax U cailTax;

7. He oTkpwIBail ¢aiiinpl U ApyTrre BIOKEHUS B TUChMAX, AK€ €CJTM OHU MPHUIILIA OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (ailib;

8. [locne okoHYaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPBITUEM BKJIAJIKU C CAUTOM
He 3a0y/1b Ha)KaTh Ha "BeiiT".

Kun0epOyniimHr wiim BUPTyajibHOE H3/1€BaTEIbCTBO

KubepOymiuHr - mpeciieJoBaHue COOOIICHUSIMU, COJIEPKAIMMU OCKOPOJIEHUSI, arpeCcCHIo,
3alyrUBaHUE; XYJUTAaHCTBO; COIIMAIbHOE OOMKOTUPOBAHUE C TTIOMOIIBIO PA3JIMYHBIX
MHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pHOE ¢ KHOEPOYJIIMHIOM:

1. He Opocaiics B 60ii. JIydiuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTHU U, €CJIU HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJe YCIIOKOUTHCS. Eciau Thl HaUHENIb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €I11e OOJIBIIE Pa30kKKEITb KOHPIUKT;

2. Yupasnsii cBoel kubeppenyTauuei;

3. AHOHUMHOCTbH B ce€T MHUMasA. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKAYHTOM,;

4. He ctouT BecTu XyJIUTaHCKUN 00pa3 BUPTyaibHOMU )u3HU. UHTEpHET QUKCHpYET BCe
TBOU JICHCTBUS U COXpAHSET UX. Y JATUTh UX OYyJeT KpalHe 3aTpyTHUTEIHHO;

5. Cobmro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHu4YHBIN HeraTuB. OJHOPa30BbIe OCKOPOUTETHLHBIE COOOIIICHUS TyUIIe
urHopupoBaTh. OOBIYHO arpeccusi MPeKpaIaeTcss Ha Ha4aJIbHOW CTauH;

7. ban arpeccopa. B nporpamMax o6MeHa MTHOBEHHBIMH COOOIIICHUSMH, B COITHATIBHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEEIICHHBIX apECOB;
8. Eciiu ThI cBUAETENb KNOEPOYIMHTA. TBOM AEMCTBUS: BHICTYIIUTh IPOTUB
IpeciaeqoBaTeNs, OKa3aTh EMY, UTO €r0 JAEHUCTBHSI OLIEHUBAIOTCS HETAaTUBHO, MOAAEPKATh
KEPTBY, KOTOPOH HYKHA IICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (pakTe
arpeCcCUBHOIO MOBEACHUS B CETH.

MooOuibHbIN TeedoH

CoBpemeHHbIE cMapT(HOHBI U TUIAHIIETHI COJEPKaT B ceOe BIOJIHE B3POCIIBIN
(GyHKIMOHAJ, ¥ TeTIePh OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMUA KOMITHIOTEPAMH.
OnHako, CpeaCTB 3alIUTHI JIJIs1 TOTI0OHBIX YCTPOMCTB MOKA OYEHb Majio. TecTUpoBaHUE U
MOUCK YSA3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak Wi 11K, To ke camoe
KacaeTcss U MOOMJIbHBIX MPHIIOKEHUM.



CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTHUECKH JOTHAIA HACTOJIbHbIE aHAJIOTH,
OJIHAaKO paciirpeHre QyHKIIMOHAa BIEYET 3a CO00M OOJBIIYIO CI0KHOCTh U MEHBIIYIO
3aIIUIIECHHOCTb.

Jlanexo He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPhIBAIOIINE KPUTHUECKHUE
YSI3BUMOCTH [IJISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOMJILHOIO TeJie(poHA:

Huuero He siBnisieTcst mo-HacTosinieMy OecruiaTHeIM. byib ocTOpokeH, Bellb Korja Tede
npeyiaratoT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO MJIATHBIE YCIYTH;
Hymait, mpexe yem otnpaButb SMS, ¢hoTo win Buaeo. Tl TOUHO 3HACIIB, TJ€ OHU OyAyT
B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapThOHa;

Ncnonb3yit aHTUBUPYCHBIE TPOTPaAMMBI JIsl MOOMJIBHBIX Tee()OHOB;

He 3arpyxaii npuiaoxeHusi OT HEU3BECTHOTO NCTOUYHHKA, BEJIb OHU MOTYT COJIEPKATh
BPEJIOHOCHOE MPOrpaMMHOE 00ECIICUCHHUE;

[Tocne Toro kKak Thl BRIHCIIB C CalfTa, T/ie BBOJWII JIMYHYIO HH(GOPMAIIUIO, 3l B
HACTpOWKHU Opay3epa U yaanu cookies;

[Tepuoauyecku NpoBepsiil, KAKUE MJIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBOMt HOMep MOOMIIBHOTO TenedoHa TOIBKO JIFOASM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSIEIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTIa Thl UM HE TI0JIb3yelibes. He 3a0biBail nHorIa
MPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPHI - ATO KPACOUYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS,
O0OBEUHSIONINE COTHH THICSY YEJIOBEK 10 BceMy Mupy. rpoku uccneayroT TaHHBIH UM
MUp, OOIIAIOTCS APYT C IPYTOM, BBITIOTHSIOT 33/IaHUS, CPAKAIOTCS C MOHCTPAMHU U
MOJIyYarOT OMbIT. 32 YAOBOJILCTBUE OHM TUIATAT: MOKYIMAIOT TUCK, OTIAYUBAIOT AOOHEMEHT
WJIM TIPUOOPETAIOT KAKHE-TO OIIIIHH.

Bce atu cpencTBa uayT Ha MoAep>)KaHUE U PA3BUTHE UTPHI, @ TAKKE HA CaMy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CUCTEMbI aBTOPU3AIIUH, BBIITYCKAIOTCSI HOBBIC MATYU
(mmdpoBbIe 3aMIaTKy 7151 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HbBIX Urpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AlUU OOJIBIIIUHCTBA UTP.

OcHOBHBIE COBETHI N0 0€30MACHOCTH TBOET'0 UTPOBOI0 AKKAYHTA:

1. Ecu npyroit urpok BeaeT cedsi mIoXo WK CO31aeT Te0e HEMPUITHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. Ioxanylicsa aIMUHACTPATOPAM UTPbI Ha MJIOX0E MOBEAECHUE ITOI'0 UTPOKA, KEJIATEIbHO
MIPWIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BUJIE CKPDHHOB;

3. He yka3piBaii muunyo nHGOpMaIuio B mpodaiiie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnmmBaii HeopuIMaabHbIC TATIYN U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE MapOJIH;



7. Jaxxe BO BpeMsi UTPBI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka Tl urpaems, TBOU
KOMITIBIOTEP MOTYT 3apa3HTh.

OUIIMHT WM KPAaKa JUYHBIX JAHHBIX

OOBIYHOM KpaXKkel IeHeT U IOKYMEHTOB CETOJHS YK€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJOTU 3JI0YMBIIUICHHUKY MTEPEMECTIIINCH B UHTEPHET, U
IIPOJIOJHKAIOT 3aHUMATHCS "' TFOOUMBIM" JIEJIOM.

Tak mosiBUIIaCh HOBAs yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIIH (DUIIIMHT, TJIaBHAS 11EITh
KOTOPOTO COCTOUT B MOTYYCHUU KOH(PUIECHITNATBHBIX JAHHBIX TOJb30BATENCH - JOTHHOB
u naposeid. Ha anrnuiickom sizbike phishing unraercs kak gumunr (ot fishing - peiOnas
JIOBJISI, password - maposb).

OcHoBHBIE COBETHI 10 00pBHOE ¢ PUINMHIOM:

1. Cneau 3a cBouM akkayHTOM. Eciiu Thl os103peBaeliib, 4YTO TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aJMUHICTpATOPaM pecypca 00 3TOM Kak
MOXHO CKOpee;

2. Ucnonb3yit 6e30macHble BeO-CailThl, B TOM YHUCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX
CUCTEM,;

3. Ucnonp3yil clokHbIE U pa3Hble Mapoiu. TakuM o0pa3om, eciau Te0s B3IOMAaroT, TO
3JI0YMBIIUIEHHUKH MOIyYaT JOCTYH TOJIBKO K OAHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0st B3nOMalld, TO HEOOXOUMO MPEayNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIEHbI Y TE€OS B APY3bSIX, O TOM, UTO T€OS B3IOMAIH U, BOBMOXHO, OT TBOETO UMEHU
OyZIeT pacchbuIaThCsl CllaM U CChUIKHM HA (DUILIMHTOBBIE CAUTHI;

5. YcranoBu HaaexHbii napoib (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKII0UM COXpaHEHUe MapoJis B Opaysepe;

7. He oTkpsiBail ¢aitibl U Apyrue BIOKEHUS B TUChMAX, AK€ €CJIM OHU MPUIILIA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (aiiibl.

udposas penyrauus

[udposas penyraius - 3TO HETaTUBHAS WM MTO3UTHUBHAS HH(POPMAIIHS B CETH O TeOe.
KommnpomeTtupyromas nadopmarius, pa3MenieHHas B UHTEPHETE, MOXKET CEPhE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peanbHOM xu3HU. "Lludposas penyramnus" - 3To TBOM
UMUK, KOTOPBIA (popmupyercsa u3 MHGOpMaLMK O TeOe B HHTEPHETE.

TBOE MeCTO KUTENbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJOKEHNE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIICHHO OTHOCSTCS K IMTyOJIMKALUK JIMYHON UH(pOpMAIUU B
HNuTepHeTe, HE TOHMMAs BO3MOXKHBIX IMOCIEACTBUAN. ThI JaKe HE CMOXKEIb JOTaNaThCs O
TOM, 4TO oTOrpadus, pasmMenieHHas 5 JeT Ha3al, cTajla IPUUYUHON OTKa3a NPUHATH TEOs
Ha paboTy.

KommenTtapuu, pazmenienue TBoux hororpaduii U Apyrue NeUCTBHUS MOTYT HE UCUE3HYTh
JlaKe TOCJIe TOro, KaK Thl X YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHUI 3Ty HH(OPMAITHIO,
[0Maja Jiu OHAa B IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIABHOE: UYTO MOAYMAIOT
0 Te0e OKPYKAIOIIKE JTIOU, KOTOPBIE HAWIYT U yBUIAT 3T0. Halitu nadopmaruto MHOTO
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JIET CITyCTSI CMOXKET JIF000H - KakK U3 JOOPBIX MOOYKIECHUH, TaK U C HAMEPEHUEM
HNPUYUHUTH Bped. ITO MOXKET ObITh KTO YTO/IHO.

OcHOBHBIE COBETHI MO 3aMUTe HU(PPOBOH pemyTANNH:

1. [Togymaii, mpexe yeM 4To-TO IMyOJIMKOBATh U TIepeiaBaTh y ce0s B 06Jiore Wi B
COLIMAJIbHOM CETH;

2. B nHactpoiikax nmpouiisi yCTaHOBU OTpaHUYECHMS HA IPOCMOTP TBOETO MPO(UIIL U €ro
COJIEPKUMOT0, ClIeTail ero ToJIbKO "1t apy3en”;

3. He pasmemaii u He yka3biBaii HH()OpMaIHio, KOTOpasi MOXKET KOT0-THOO0 OCKOPOJISATH
WA OOMKAaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJbHUKH - aKTUBHBIE MOJB30BaTENN HU(PPOBOro npocrpaHcTBa. OaHaKo
JaJIEKO HE BCE 3HAIOT, YTO M0JIb30BAHNE MHOTUMH BO3MOKHOCTAMHU LU(POBOrO MUpPA
TpeOyeT coOII0IeHUs IPaB HAa UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEIEKTYalbHAS COOCTBEHHOCTD" OTHOCUTCS K Pa3JIMYHBIM TBOPEHHUAM
YeJI0BEYECKOro yMa, HaUMHas C HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAOIIUX
COOCTBEHHOCTb Ha MPOJIYKTHI U YCIYTH, ¥ 3aKaHUMBasi KHUTaMu, poTorpadusimu,
KUHO(PHIbBMaMH ¥ MY3bIKaJIbHBIMU ITPOU3BEICHUSMH.

ABTOpCKHUE TIpaBa - 3TO IIpaBa Ha UHTEIIEKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOU3BEACHUS
HAyKU, JJUTEPATypbl U UICKYCCTBA. ABTOPCKHUE NIPaBa BHICTYIAIOT B KAYECTBE FapaHTUN
TOT'0, YTO MHTEJUIEKTYaIbHBIN/TBOPUYECKH TPY1 aBTOpa HE OyIET HAIIPACHBIM, JaCT EMY
CIpaBeJIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTaXx CBOETo TPyAad, MOIYUYUTh
M3BECTHOCTH U Npu3HaHue. HukTo 6e3 paspelieHus aBTopa He MOXET BOCHPOU3BOIUTh
€ro MPOU3BEJEHUE, PACIIPOCTPAHATD, MyOJIUYHO IEMOHCTPUPOBATH, IPOIABATH,
UMIIOPTUPOBATh, IyCKATh B MIPOKAT, MyOJIMYHO UCHIOJIHATD, TOKA3bIBATH/UCIIOJIHATD B
adupe uam pazmeniats B IHTepHere.

Hcnonb3oBanue "mupaTckoro"” mporpaMMHOT0 00€CTieueHUs MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHA HeJleralibHas mporpaMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHbIe U O€CIUIaTHBIE MPOTPAMMBbI, KOTOPHIE MOYXHO HAWTH B CETH.

O noprane

CeteBUUOK.p( - TBOM ITaBHBIA COBETUUK B CETU. 37ECh Thl MOXKEIIIh Y3HAThH O
0€301aCHOCTH B CETU MOHSATHBIM U JJOCTYITHBIM SI3bIKOM, a MIPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyaIluh OOPATUTHCA 3a COBETOM. A Tak)Ke MPUHSATH y4acTHE B KOHKypcax
Y CTaTh CaMbIM ITU(DPOBHIM IpakTaHUHOM !



